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Trustworthy Automotive Integrated Circuits
 AP5 Goal: Improve the trustworthiness of automotive semiconductors 
 Defined what trustworthiness means in the context of integrated circuits
 Identified critical issues that undermine IC trustworthiness
 Identified critical requirements for trustworthy automotive ICs
 Defined trustworthy development flows for design, verification, functional 

safety, DFT insertion, and security
 Defined key checks, metrics, reports and milestones necessary for 

assessing the trustworthiness of automotive ICs
 Defined use-cases for SLM monitors to enhance IC trustworthiness
 Defined a metric for evaluating the risk an issue represents to 

trustworthiness of ICs

Requirements and Best Practices for Trustworthy Automotive Semiconductors
 Complexity of electronic systems in ADAS, HAD, and in-vehicle 

infotainment is growing exponentially
 Transition from domain-specific ECUs to zonal architecture 

necessitates high-performance computing
 New use cases for BEVs introduce significant design challenges
 Critical requirements to enable trustworthy development of 

automotive semiconductors with a focus on quality, functional 
safety, reliability, and security

 Best practices via EDA tools throughout the development flow to 
fulfill these requirements
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“Trustworthy Integrated Circuits: From Safety to Security and Beyond”
An IEEE Access Journal Article

“Requirements and Best Practices for Trustworthy Automotive Semiconductors” 
A White Paper by AUDI, CARIAD and Synopsys
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